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1. Introduction 

GitScribe ("we", "our", "us") is committed to protecting your privacy. This Privacy Policy 
explains what data we collect, how we use it, and your rights regarding your personal 
information when using our browser extension. 

2. Information We Collect 

GitScribe does not collect, store, or share any personally identifiable information. The 
extension only accesses the following data locally: 

● Commit messages from GitHub Pull Requests (PRs) to generate titles and 
descriptions. 
 

● The active GitHub page to check if the user is on a PR page. 
 

We do not transmit or store any user data on external servers unless explicitly stated. 

3. How We Use Your Data 

The extension processes commit messages locally to generate PR descriptions. If 
AI-powered processing is used, commit messages may be temporarily sent to an 
external API for text generation. No sensitive or personally identifiable data is shared. 

4. Permissions Used 

GitScribe requires certain browser permissions to function correctly: 



● activeTab: To read commit messages from the currently open GitHub PR page. 
 

● scripting: To insert the generated PR title and description into the GitHub page. 
 

● tabs: To verify if the user is on a valid GitHub page. 
 

● sidePanel (if applicable): To display additional extension controls. 
 

● Host Permission (https://github.com/*): To interact with GitHub PR pages. 
 

5. Data Security 

We do not store user data, and any temporary data processed by external APIs is 
handled securely. We ensure that all interactions follow best security practices. 

6. Third-Party Services 

If AI-based processing is enabled, commit messages may be sent to an external API 
(such as OpenAI, Gemini, or other AI services) to generate text. These services handle 
data according to their respective privacy policies. 

7. Changes to This Policy 

We may update this Privacy Policy from time to time. Any changes will be reflected on 
our official website. 

8. Contact Us 

If you have any questions about this Privacy Policy, you can contact us at: 
 📧 andre.rodrigues0018@gmail.com 
 🌐 https://github.com/andrerodrigues0018/GitScribe 
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